Utilizing The TCP & UDP
ProtocolsWithin RobotBASIC

IEobotBASIC has a very easy to use interfdm facilitatesa communication link between
networkedcomputers ovea Local AreaNetworkor through thenternet. With just a handful of
functions you cammplement a bidirectional communication conduit between two or metveorked
computerausing either the Transmissi@ontrol Protocolor the User Datagram Protocol

Wi t h Ro b ocolBctidhadf O3 and UDHunctions even the novice programmer can gasil
implement a whole range ofteresting projects thatould otherwisechallengean experevenwith
advancedievelopmentools.

Imagine being able to collect instrumentation data on a PC in Australia and sending the data to a
machine inthe USAfor display purposes and for parameter settings and so forth.

Imagine being able to text chat with a friend in Australia while you are in the USA. Yes, yes; you can do
that on numerous web sites. But think of the pleasure of writing the program that can do tkedf.you

The two programs thezip file TCP_Demo.zipvere used to do precisely the above two actions
between a PC in Australia and a PC in the USA. The data transfeeadginstantaneouand the chat
wasgreat fun

Imagine remotely controlling a robwt Australiathrough a PC ithe USA Also sending snap shot$

the robot és envi r onlmfactthatis exactty whet the progtamoidzipéle s i de
TCP_Robot.ziwere used to d&gain, the control wasiearlyinstantaneous, and the screen shots took
asecond over the LAN and a littleriger half way around the world

The programs above were all develope&obotBASIC. The longest programl79 lines of code and
that includes 45 lines of instructionSlso see the demo programs in RRebotBASIC Helfile in the
TCP and the UDP s#ons.

1- Scope Of The Article:

Thisarticle deals with the details of how to use
networkedcomputers. The article does not attempt to explain the prin@plestworking usinghe

TCP and UDP protocolshis would requirean entire book. Nevertheless, as gballsee there is no

need to have such detailed kvledge to implement powerful networking projeatsh RobotBASIC
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2- Some Terminoloqy:

Throughout the article there will be reference to cetiiminologies that pertain to the field of
networking. It is necessary to have a working knowledge of what these terms signify to be able to
effectively utilize the functionalities provided in RobotBASIKhe givenexplanations are for practical
use and & not meant to banin depthexplanation

There are numerous ways of implementing a network using a plethora of hardware. feé@siddto
cover all possible combinations, so only the setup shown in Figure Begtinsidered. If your network
differs from the arrangement showou will need to consult with aetworkadministratoif you wish to
communicate across the Intersetas to handle firewalls and other issué®wever, if you will be
confining your projects to communicating computessdathe same LAN thethe information in this
article is all you needAppendix B discusses how to configure the arrangement in Figure 1 to enable
communicatn betweernwo PCs across the Internet.
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Figure 1: A Typical NetworkArrangement

Page2 of 37



Utilizing The TCP & UDP Protocols Within Rii3#sSICyww.RobotBASIC.coin

In Figure 1 noticehat one of the computers is connected to electronics. This is to indicate that any or all
of the computers on the network canpgeeforming data acquisition or control through external
instrumentation. Furthermore, any or all of the computers can aargdditional channeling of
communicated data over a wireless radio or through Bluetooth to a robot or any other microcontroller
performinginstrumentation. Additionally, you can have any number of autonomous robots that have
their own WiFi TCP or UDP abhiles and thus can be communicated with directly from any computer

on the network (not through a secondary channel) just as if they werepter on the network, which

in fact, theywould be

A Local Area Network (LAN) is a group of computers dispersedtpa relatively small area such as a

home or office building. The machines are interconnected using physical wires or wirelessly using some
interconnection system. Usually, there is a central server that serves as the communications coordinator.
This serer can be a computer or a specialized device cRiteder.

An Internet Service Provider (ISP)is a company that provides a computer system through which
clients can obtain connectivity between their LANs andnkernet.

The Internet is a very large andomplexnetworkof interconnected ISPs around the world. An ISP
provides a method for a computer in one LAN to be able to communicate with another computer in
another LAN by managing the routing through other ISPs until eventually reaching the ISP of the
remote LANand then on to the final target computer

A Router is a device that manages the connectivity of the various machines in the LAN. Computers in
the LAN canbeconnecedto the router through a physical wire or\WyFi . A router is sometimes

referred to as NAT (Network Address Translator) andoften serves as the connection point between
the LAN and the ISP which then provides a link to the Internet. Additionally, the Router often acts as
Fire Wall as well as ®HCP (Dynamic Host Control Protoco).

WiFi is a system of hardware and software for linking a computer to the LAN wirelessly. For all intents
and purposes the computer will appear as if it is connected to the rest of the LAN over a wire. Other than
the convenience of mobility and lack ofrcbhersome wires the computer is no differémm the

net wor k6s ,phanianited aomputeri e w

A Fire Wall is software and/ohardware usetbr blocking access from outside a LAN to ttemputers
inside theLAN. This is a safety measure to prohitiggitimate access to the computeraibAN. A

Fire Wall can also limit access from inside the LAN to the outside. You can configure a Fire Wall to
allow certain communications while blocking others.

A Dynamic Host Control Protocol (DHCP), in short, asgins anP addressto each computer on the
LAN.

A Network Address Translator (NAT) makes sure thaiomputers insidéhe LAN appear to the
outsideworld as valid computers witvalid globalIP addressseven though their actual IP address
are onlylocal aldresgswith significance only inside the LAN.

An IP Addressis basically the name of the computer. It is a set of 4 numbers separated bg.g.dot (
192.168.0.12)) however the whole address is not a numiaher it is a text. Each individual number

in the 4 fields ranges from 0 to 255. The network will not function without some methodretaihg a

particular computer and the IP address is this method.
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A Socketis the endpoint of a bidirectional commaation flow across the network. When data flows
between twaomputers or when a connectigrestablished between them it is achieved through a
comgdex program called a Socket. Thggogram is part of the internal structure of RobotBASIt

which you interact through a handful of function calls. Targ@ut TCP communications you do it
through a TCP Client Sock€ICPC)to and from a TCP Server Sock€CPS) [see later for more

details] Communications over the UDP are between two UDP Sockets (see |latevridtetails). A

Socket is identified by th#> address of the machine it is running on afde number. The port

number must not be previously assigned to any other socket (UDP or TCP) on the same IP address.

A Port Number is a further subdivision of a particular IP address. A machine has @ugltss but it

may have variouSockets (programshat provide access to the LAN. Thesacketswill be addressed

on each machine through an additional number that can be considasgbasidress on the machine.

This number is called the Port numbedasman actual :8it number that ranges from 1 to 65535

(OXFFFFF). Think of an IP address as the street address of a building and the port number as the number
of particularapartmentn the building.The building is the computend apartments are the naus

Sockets jfrogram$ running on the computerhis is why a port number associated with a socket must

not be in use by any other active socket.

The Transmission Control Protocol (TCP)is a sophisticated standard for moving data over a network.
There isno need to understand this standard in depth in order to use the functions in RB. TCP is a client
server protocol. A servesocket can accept connections from multiple client sodketa clientsocket

can only be connected to one sersecketat a time Once a client connects to a server it becomes as if
there is a direct wire between them and data can be exchanged betweenshekgtsSee latefor

more details

The User Datagram Protocol (UDP)is a simpler standard than TCP for exchanging dataave
network. It is not necessary to know the details of the protocol to be able to use the functions in RB.
UDP is not a connection orientpdotocol A UDP socket can send to any other UDP socket without
establishing a link firstThere is no exclusive enaintained connection between the two machiSeg
later for more details

The Simple Mail Transfer Protocol (SMTP)is a protocol that ensures that an email is able to reach
the intended recipientds comput e rthefsendenaroundte s e n d
Il nternet and finally to the |1 SP of the recipien

A Remote IP Addresss the address of the machine that is hosting the destination socket. That is the
remotesocket to which the data is going to.

A Local IP Addressis the address of the machine that is hosting the originating socket. That is the
socket being used to send data.

A Packetis a set of bytes (buffer or string) that is sent in one send action using TCP or UDP. When you
send data over th@otocol you are sending multiple bytes in one go. This is called a packet. A big
amount of data can be sent in multiple chunks (Packets). UDP has a limit on the size of a packet (2048
bytes) while TCP does not.
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3- Manipulating A Byte Buffer (String):

Note: You may wish to skip this section and go on to Section 4. However the information here is
important for achieving effective communications using the TCP and UDP protocols, therefore, you will
need to come back and read this section in détafhctthe information in this section is also of

importance to performing Serial 1/(3eeRobotBASIC_Serial_10.pdfand Low Level File I/Cas well

asfor utilizing the suite ofJSBmicrofunctions to control the U4x1 USB I/O devices.

In functions that send and receive data using the TCP and UDP yiouacesending and receiving a
byte bufferthat contains the data to transferred between sagtls This buffer can benanipulatedn
one oftwo ways:

1- As a stringwhich can be manipulated with numerous string functions. There are functions to
extract parts of the string, extract a particular character, extract a particular character as a byte,
inset characters or bytes.

Note: All string functions index characters starting with 1. That is the first character is index
position 1.

2- As a byte arraywhich can be managed with a set of specialized functions and commands to
insertin it or extractfrom it bytes, integers, floats, or text
Note: All buffer functions index bytestarting with Q That is the first byte is indegositionO.

We shall refer to the buffer sometimes adrang buffer and at other times asbgte buffer It does not

matter how iis referred to, it is aarray of bytes The individual bytes can be ASCII characters (actual
text) or they can be binary valuéss the programmer all you are interested in is how to extract data

from the buffer when you receive it and how to insert d@atathe buffer in preparation for sending it.

To do these operations RobotBASIC provides a suite of functions and commands for treating the buffer
as an array of bytes. Additionally all the string functions in RB can be used to handle the buffer as a
string.

3.1- Putting text and textual numbersin a buffer (strinq):

The buffer ign facta string variabléhat can be handled all the normal ways you treahy normal
string variablesSo for example if you want to have a buffer that consists of théteix¢ | | o t her eo

you would do:
SB = "Hello there

The buffer becomes the varial3& and it now containsllbytes which have the values:
72101108 108 111 32 116 104 101 114 101
H ello ther e

If you later say:
SB = SB+" "+ (-45.7) [/conversion of the numeric is performed implicitly

Or you can say

SB =SB+ " "+ToString( -45.7) /lconversion is performed explicitly
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The buffer will now be holdingbytes with the additiond bytes being:
32 4552 53 46 55
- 45 T

Notice how the number has been converted to its textual representation and that the characters in the
string are the ASCII codes for the individual digits of the number including the minus sign and the
decimal point.

You can build a string buffer thisay with as many expressions as you n@egt as many lines of code
as requiredOnce the variabl8Bis populated with the dathcan therbeusel as the parameter for the
UDP_Send()TCPS_Send(@r TCPC_Send(junctions which send the bytes in thersgrover the
corresponding protocol.

A command you may find useful for populating the string (buffer) with text or textual numbers is the
BuffPrintT command. This command is very much like frent command except it will put the

resulting text of the expssions in a specifiestring (buffer). Numbers will be put as their textual
representations and you can even;us@d , to controltab spacing just like you would with tiReint

command. For example:
X = 3.5e200
BUffPrintT SB,X," * ",2," +5 =", 2*X+5,
BuffPrintT SB,sRepeat(" ",3);"OK",

Notice that with the first usage BLffPrintT, SBdoes not exist and therefore will be creasdn
empty string. With the second usa§&already exists and has data in it, so the new data will be
appended to it. Rem#&er this when using the commandSBalready exists and you do not wish to
append to it you will need to s&g = ™ to make it into a blank string before you use it with the
command.

After the above sequence of cdaiBwill contain:
51 46 53 69 50 48 48 3242 32503243533261325569504848323232323232323232327975
3.5E200 * 2 +5 = 7E200 O K

Notice the, at the end of each lina the programThis is necessg if you do not want a CR/LF
[char(13)+char(10)lo be part of théuffer SB The following lines

X = 3.5e200
BUffPrintT SB,X," * ",2," +5 = ", 2*X+5
BuffPrintT SB,sRepeat(" ",3) , "OK"
Will causeSBto have the following:
5146 53695048 48 324232503 243533261325569504848131032323279751310
3 .. 5 E 2 0O * 2 + 5 = 7 E 2 0 O O K

Notice the characters with the byte values 13 and 10 right after 200 and after the OK. These are the
CarriageReturn and Line Feed character pairs that normally result in a new line BsitieentT

behaves just like Brintthen these characters will be there if you do not end the command with a
comma to stop it from inserting a CR/LF character pair.
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3.2- Putting text and binary numbers in a buffer (string):

As far as text is concerned all the details in Section 3.1 apply. As far as binary numbers there are three
situations:

1- Byte numberswhich are numbers that range from 0 to 255.

2- Integes, whichare 4 bytesdng(in RB) and range fronMininteger()to MaxInteger()

3- Floatsare 8 bytes longn RB) and can range from/-MinFloat() to +-MaxFloat()

Bytes:

RobotBASIC does not have a byte typ@nethelessan integer can bieuncated to beconebyte.

There arewo functions that can convert an integer to a byte value that will be usable for adding to a
string (buffer). These ar€har()andtoByte(). They do the exact same job but are named so as to be
appropriate for whatever situation requires the function.

Both functionsin realityreturn a buffer (string) of one byte (character). The byte will have the value of
the Least Significant Byte(LSByte) ofits integer parameter. This is the first byte from the right if you
represent the number as binary (or hex).

For example if you sagB = char(156)  Or SB = toByte(156) SBwill becomea one character string
(one byte bufferyvith thebyte havingthe value 159.

However if you saB = char(456)  Or SB = toByte(456) SBwill becomeone character string (one
byte buffer)with the byte valudeing200. Why 200?Because if you look at the hex equivalent of 456
(=0x01C8) you will see that it is 2 bytes long and the LSByte is 0xC8 (=12*16+8 = 200).

Forexampleifyouwat o cr eate a buffer wi tumbersBlandt2Emut M Hel
would write:

SB = "Hello "+char(34)+char(211) OR SB = "Hello "+toByte(34)+toByte(211)

SBwill then containthe following bytegnotice the last two bytes are the numbers specified)
72 101 108 108 111 34 21 1
H e I I 0

Another function that can be more convenient in certain instafig&rByte() With this function you

can insert a byte value at a specific position in a string (buffen example:
SB= "Hello "
SB = Put StrByte(SB,Length(SB)+1,34)
SB = PutStrByte(SB,Length(SB)+1,211)

The above code Wresult in SBbeing exactly as listed above. This looks mamnplicated in this
situation;the previous method is more convenient. However, if you read the details ffrtbiion in
the RobotBASIC Helgile, you will see that it facilitates certain actions that are required in certain
situations and is a good function to remember when the neses alitis converséetStrByte()is more
frequenly needed
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BuffWriteB() is anotherfunction that is very similar tButStrByte()but treats the buffer as a byte array
and thus indexes using 0 as the first byte and so fon#hfollowing example will resulh SBbeing
exactly as above

SB= "Hello "
SB = BuffWriteB(SB, -1,34) /I - 1 means the end of the existing buffer
SB = BuffWriteB(SB, -1,211)

Read about these two functions in BabotBASIC Helpfile. They are useful and once you know how
they work you will see that they are needed and necessary in certain situations that you may not
appreciate from the simple example given ali@eetion 3.Zor example)

Integers and Floats:

How floats andntegers are represented depends on the computer you are using. RobotBASIC runs
under the Windows operating system which usually runs on a PC that has an Intel processor. Integers
supported by RB are 4 bytes long and are stored in what is taledattle-endian format. This format

stores the 4 bytes of an integer in the order from left to right with the LSByte as the first byte.

Thereforea number like 0xA412B87 will be stored as D7,B8,12,A4. Notice it is reverse to the way
we normally look &ibinary numbers. This is just the way it is and you just have to ac¢aptuallyit
makes sensiéyou consider the low level data transfer mechanisms within the progessor

Someprocessorge.g.68HC1] store integers in the Bigndian format (revee3 and if you are going to
be sending numbers tievices based on these procesties it makes a difference what format is used.
However, if you are going to be sending buffers between machsanegthe Little-endian format then
you do nothaveto be cacerned with how the numbers are stored, RB takes care of that.

With floats they are stored in a format called theBEES4 standard. This can get quite complex and
shall not be discussed here. Just know that a float in RB is stored as 8 bytes lotigesehlytes are
and what values and order and so forth is immatd&Blwill take care of it.

The commandBuffPrintB is one way to create a buffer with binary integers and floats in it. For

example:
X =0x 00A243C1l
BuffPrintB SB,X,"*",2,"+5=",2*X+5,"OK"

This will result inthe variableSBholding the following bytes:
193 67 162 0 42 2000 43 53 61 13513568 1 79 75
Cl 43 A200 * 02000000 +5 = 87 874401 O K

The numbers ioldedred are thénex values of the bytes and areange in the Little-endianformat
for 0X00A243C1 (20634177 and 0x01448787 @1268359= 106341772+5) so you see how
BuffPrintB can be quite useful.

Notice how there is no CR/LF after OK even though there was no comma at the end. This is because
BuffPrintB does not behave quite like tReintcommand. It is a binary formatter and will not therefore
insert CR/LF as is required with text. Also there is no tablAgemicolon will have no effeck you

wish toinserta CR/LF use th€rLf() function.
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Notice howthenumeric value€ was inserted as an integer (4 bytes) even though it can fit in a byte. This
is because thBuffPrintB command will not make assumptsorif you wish to treat an integer adpyte

you need to convert it to one. Notice the blue areharfdllowing code:
X =0x 00A243C1l
BuffPrintB SB,X,"", toByte(2) ,"+5=",2*X+5,"OK"

This will result inSBholding the following bytegnotice how 2 is now only one byte long)
193 67 162 0 42 2 43 53 61 13513568 1 79 75
C143 A200 * 02 + 5= 87874401 O K

ThefunctionsBuffWrite() andBuffWriteB() are also of usél'he following example will result 6B

holding the same bytes as the example just ataisesee section 3.3 below)
X = 0x00A243C1
SB = BuffWrite(",0,X)
SB = BuffWrite(SB, - 1,"*")+BuffWriteB(",0,2)+"+5="
SB = BuffWrite(SB, -1,2*X+5)+ "OK

3.3- Extracting text and numbers from a buffer (string):

When you receive a buffer with data in it you must know in what arrangement the data is organized.
There has to ban agreement beeen the sender and receigerthatdata can be inserted and extracted

in the correct manner. This is especially important when there there is a mixture of number types and
text. This is best illustrated with a concrete example.

An example:

We are going tereate a buffer that srecordof data.The record will be divided intbelds.

Let s say you are sending a database with dat a
buffer. In eaclof our hypotheticatecord there are the following fiekl

Code,Name,Address, ZipCode, Balance

In our exampletlte Code will be considered to be a hyte Zip Code will be an integer and the
Balance a float.

We must also decide the following:
- Will the numbers be stored in the record as strings or as ifiarie
- Will the text fields be of fixed leng#or variable lengtk?
- If the text fields are to be of variable lengtiow do we know where they end?

These questions have to be answered carefully in order to be able to store the data in the buffer to be
transmitted, but even more crucially, so as to be able to extract the values for each field correctly.

Letds say we wused the f SBtoholdihemega:code t o create
Code =1
Name ="Sam"
Address = "Here and there"
Zip_Code= 55667
Balance = 100.23
SB = ToString(Code)+Name+Address+Zip_Code+Balance
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Will result in SBholding
1SamHere and there5566)0.23

There is no problerat all in creating the buffeiThe problem, though, arises when we try to extract the
data from the buffer. Where doéee Name field start and end? Where does the zip code field start and

end? As you can see we have cr@atedhe buffer in a good wayhis code is adt better:
BuffPrintT SB,Code,"|",Name,"|",Address,"|",Zip_Code,"|",Balance ,

Will result in SBholding
1|SanjHere and thef85667100.23

With a record like this it is very easy to extract the varioeisl$i

Code = toNumber( Extract(SB,” |",1),0) //defaults to O if bad text
Name = Extract(SB," | *,2)

Address = Extract(SB," |",3)

Zip_Code = ToNumber(E  xtract(SB,"|",4),0) /ldefaults to O if bad text
Balance = ToNumber(Extract(SB,"|", 5),0 .0) //defaults to 0.0 if bad text

Notice how we had to convert the zip codad balanceto a numbes from the text. Also notice that
the delimiter character has to behosen with care. The character must not hieely to occur as part
of the bytesof the fields.

Another design:

With the aboveschemewe stored the numbers in the buffer as text. This can be wasteful. For ingtance
Code is 234 it 20, |6 306c,c uapnyd 306 4bdy)it as aOyendaiystwil e | y
only be one byte. Also notice the zip code; it is 5 bytes long, but if we store it as an integer we would
save one byteAdditionally, the balance field is a float. Imagine #&& was aich guy and had
10,000,000.23 in his accoufwtishful thinking) That would require 1L bytes to store as a tegxito
commas)You can see that is better to use 8 bytés storethe float as a binary rather than text.

However, if we store numbers asiary there will be no possible delimiter character to use to delimit
where the text fields ergince binary numbers could be any values and there would be no way of having
a byte value that cannot occur as part of a fi€lte problems notwith the numbes since we know

thar length it is the textfields thatposea problem.

A possiblesolution is tdfix the length of the text. So we would say that Name cannot be longer than 20
characters (byteg)nd if it is less than 20 it will be padded with spaseg{ustifyL()). However, this is
wastefulandlimiting. If the name is a lot shorter than 20 characters then we would be storing too many
unnecessargharacters. If it needs to be longer than 20 characters then we have deteriorated the
flexibility of the application.

The most efficient and flexible design:

A better solution is to store a number before each text fieldpeaifiesthe length of the text to follow.
If we know that the text cannot be any longer than 255 character we can store theasuanoge. If
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255 is too short then we can store the number as an integer (4 Bitte=x) wayis a good method and
will result in the mostfficient usage of the buffer. These program lines

Code =1

Name ="Sam"

Address = "Here"

Zip_Code= 55667

Balance = 100.23

BuffPrintB SB,toByte(Code),Length(Name),Name
BuffPrintB SB,Length(Address),Address,Zip_Code,Balance

Would result inSBholding the following bytes:
13000 8397109 4000 72101114101 11521700 3113323581184 148964
1 3 Sam 4 Here 556 67 100.23

The bytes in blue are one byte numbers. The bytes in red are theshdtbn format fotheintegers and
the bytes in purple are the IEEE 754 representatiomedfoat.

Accordingly, wenow send the buffeBB On the receivesideg 28 bytesvould be receivednd stored in
a buffer variable (sagB. How do we extract the dividual fields from the bufferRememberwe
know thatjust beforeevery text field there is an integer tladicateshow long the text that follows.

Hereishowve can extract the fieldsd values
X=0
Code=BuffReadB(SB,X) \' X=X+1
n=BuffReadl(SB,X ) \ X=X+BytesCount_ I \ Name=BuffRead(SB,X,n) \ X=X+n
n=BuffReadI(SB,X) \ X=X+BytesCount | \ Address=BuffRead(SB,X,n) \' X=X+n
Zip_Code= BuffReadl(SB,X) \ X=X+BytesCount_|
Balance= BuffReadF(SB,X) \ X=X+BytesCount_F

We are able to specify the exacsjiions for reading the variodiglds from the array of bytes (buffer)

using the appropriateuffReadB/I/F() function. Noticea postfix of | means integer, a postfix of F

means float, B means byte and no postfix means text. Notice that with the text form of the function we
must also specify the number of bytes to be read. This is where the preexabttednteger that

specfies the length comes in use. Also notice how we keep track okttipositionwithin the buffer to

read from using theounter X.The constantBytesCount_|I (4) and BytesCount_F(8) are defined in
RobotBASL to specify the lengths of an integerand afio i n byt ethagvetsfixthgs®e u wo n ¢
valuesin case of future modifications to the internal representation of integers andnfithétsR B.

4- Utilizin g The UDP System:

In RoboBASIC you can create multiple UDPaxkets in a programEach socket nat be assigned a
unique and not currently in use Port numb&hen created, the socket walltomaticallyuse the IP
address of the mactenit is created qrbut, you must assign it a particular port number.

Note: You must ensure that the port assigneda®DP socket is unique and is not being used by
another active sockeglUDP or TCP)in the same program or other programs on the same machine.
BE SURE OF THIS
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To create and activate a UDP socketWUBd>_Start(se_Name{,ne_ListenPortNotice that the port
number is optional. If you do not specify a port number it will be assumeaiS@001 (sedppendix A
for a list of preferred port numbers).

Another parameter of the function is the socket name. When you start a UDP socket you assign it a
name. This names then used to refer to the socket in further functionsuitilae it. The name
therefore has to be uniquaenithin a program not across other prograrjpand is case sensitive.

Once a socket is started you dmgin to usét to communicate with other UBsockets. These other
sockets can be on the same machine (IP) or on a remote machine.

Note: You must not try to communicate with a neexisting socket on the same machine (IP) as the
socket you are using. It is not a problem if you try to communicatdaitnon-existing socket on a
remote machine, data will just not get there since the socket does not exist. However, there is a
problem with the Windows 2000 and Windows XP operating systems (not others) where if you try to
send data to a socket that doestrexist on the same machine as the sender socket the OS hangs.
Therefore,Do Not Send Data To A NoiExisting Socket

The functions discussed the following sectiongnable the writing of a program to send and/or receive
data packets over the UDP. A setkn a RobotBASIC program can communicate over the LAN or
Internet with another socket that does natehtn be another RB program. Rg as the data format in
the send/receive buffer is in accordance with a format that both sockets are in agreemeaheugiber
socket can be:

& The same PC running another RB program.

b- The same PC running a n®B program.

c- Another PC with another RB program.

d- Another computer (not just a PC) running a{RiB program.

e A device (e.g. robot or microcontroller) that can useWDP.

4.1- Sending data using the DP:

To send data usingdDP socket us&JDP_Send(se_Name,se_Data,se_TargetlP,ne_TargeRatife
that you must specify the destination IP and Port number. The port number is a numeridRnsl dhe
string but musbe of a legal format (1.n2.n3n4").

Notice also that you must specify the name of the socket you want to use to send thgalatave

started multiple sockets in a program you will need to specify which one to use to send the data. It does
not mater which socket you use to send data. What matters is that you specify the IP and Port of the
target socket. Nevertheless, you need to specify the name of the socket to be used in order to tell RB
which one to use, even if you only have one.

The parametese_Data is the data buffer to be sent. See Section 3 for how to create and manipulate the
buffer.

You must specify the IP anBort number of the destination socketery time you send data through

a UDP socket. This is because the socket does not actaathblish a connection with the destination.
It does not even guarantee that the data has arrived. The only error reporting is if the destination IP
does not exist. If the destination IP does exist the data is sent euée diestination socket does not
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and there is no way of knowing thidt. is as if you are sending mail to an apartment in a building that is
not occupied. The mail will be put through the door but there is no one there to read it. All that the
mailman cares about is that there is a bnddi

UDP is a connectionless protocol in that theraa serveclient or even pieto-pier connection. A UDP
socket can be used to senattyother UDP socket and it can receive from any other UDP socket. So
you can use the one socket to send to melsplkckets.

Note: The send buffer must not excee@®48 bytesince you cannot send more than 2048 bytes of
dataat a timeusing a UDP socketlf you need to send more than this amount do multiple sends

where you divide the total bytes to be sent over midtgackets ¢hunks) of no more that 2048 bytes
each. There is no limit on the receive buffer of a socket so it can receive more than 2048 bytes.

4.2- Receivingdata using the DP:

When a UDP socket receives datwill be appended to the end of a recdidfer. This isperformed
every time a data packet is received by the socket. The buffer will continue to grow until youttead it
only limit to the size of the buffer is the memar@nce you reathe buffer the bytesin it will be

returned and at theame time the buffer will be cleared.

To determine the number of bytes currently in the buffelli3e_BuffCount(se_NameYhe function
returns the number of bytes currently in the buffer. Use this number to determine #rthbggesn the
buffer andwhen to read the buffer depending on the required byte count.

To obtainas o ¢ &receive buffer useDP_Read(se_Name]he function will return the bytesdready
in the buffer and then will clear the buff@he returned value is a string (buffer). Seet®n 3.2 for
how to extract individual data fields from the string (buffer).

43Checking The Socketds Status:

The functionUDP_ Status(se_Namegturns a string that has information about the status of the UDP
socket. The status string indicates if Hieket has sent the data after a send command. It also indicates
if data has been received after the socket has acaegigided data. The receive status can also indicate
the IP address of the originating socket. Other activities also cause the sitagu® sthange. You

should check this string after utilizing the socket to ensure that the socket is actually carrying out the
requested operation.

One situation where you should check the status is after a send operation. The status string will indicate
if the send is successful and thus help in avoiding problems. AlséliRe Send(function returns the
number of bytes actually sent, so this can be another way of ascertaining any problems.

The UDP does not indicate if tisent buffethas noin realitybeen received by the destination socket. If
you want to ensure this you must establish some kidgtkfiowledgement ®tocol between the
sockets. This means that the receiver sogckedt send some form 8iCK code back to the sender for
the sender to be abto determine that the data has arrived.

The UDP does not have an extensive ezarrectionprotocol (unlike TCP). This means that a received
buffer may have some errors that are not corrected by the rudimentaryerrection mechanisitiat
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the UDP uilizes (CRC). Another shortcoming withe UDP is sequencing. If you send twackets
(bufferg consecutively it is possible for the latter to arrive at the destination socket before the former.
This becomes moiely if the destination is not on theraa LAN whereone packet takes longer to
arrive dueto being routed ovea longer link route thathe other.

Thereforeyou need to establish a form of Error correctamil Sequenceerification protocdd if you

wish to ensure that the data has arrived unpdedand isreassembled in the correct sequence. One way
to minimize problems is to send short packets (fewer bytes) and have AQKdthndshaking

protocol.

Nonethelessover a LAN the UDP can be quite fast and error free and it isftestnecessaryo
establish an error protocol, howeyglis advisablgo establish al\CK system.

Receiverside automatic header appending:

The data received in the receive buffer of a UDP socket will be appendeddardless of which

socket has sent the data. Timeans that if the socket receives data from multiple sockets there will be
no way of distinguishing which data came from which socketi can change this by using the
UDP_Header(se_Name{,true|falsélinction to turn on header appending to the receiatal. d

When header appending is activated, eypagketreceived will have a header appended to it that
specifies the number of bytes and the originator IP addkessrdinglyyou can parse the received data
and separate the received bytes into separaterbdiér each sender. This can helpé@paratinglata
receivedirom multiple sendersito separate buffefer actions that require different procedures
according to senderhis also can help irejecting data from invalid senders

Senderside manualheader appending:

The receivesside header appending can be quite powerful and useful, especially if you are
communicating with systems that do not have the ability to append their own-setedkeaders hen

again a better methqadvhich also provides famore versatilityis to have the sender append headers to
the data packet3 his headeshouldhave useful and application specific information. For example if
multiple socketoonthe same IP send data to a central socket that collectgafatalf the sokets, the
automatic receiveside headeappendingvon 6t be abl e to distinguish
are all on the same IP and the header onlystbkel IP of the sender not its Port. This can be solved if
the sender sockets appended a headieir data with their IP and Port and any other necessary extra
bytes like the legth of the packet. The lengthtbe packet is a good thing to have especially if the
packets can be of variable lengths.

4.4- DevelopingA UDP Program:

Sending and receing data using UDP sockets in RobotBASIC is extremely easy. To illustrate this we
shall develop 4 program¥ou can also see a slightly more sophisticated demo program for UDP
communications in thRobotBASIC Helgfile in the UDP Socket Functions section. For a more
advanced demo s¢lee programs itUDP_Demo.zip
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A very simple UDP program:

Thefirst program is extremglsimplistic as far as the user I/O is concerned and leaves much to be
desiredn functionality. Neverthelesst servedo illustrate the actions of sending and receiving data
through a UDP socket at its simplest without getting entangled with a GUhde®gtraneousletails.
The programget a key stroke from the user theend it through a UDP socket to another. In the
program listing below the remote sockespecifiedto be the very same socket.

Type the program and run if.you wish you can strt two instances of RobotBASIC and type the
program in both instancésit make sure that the variable IclPort is different in both instaAtss,
make sure that the variable rmtPort on each instance is the value of the IclPort of the other instance.

If you run the two instans®n different PCshen make sure that the rmtIP variable in each instance
reflects the IP of the other PC. To find out the IP of a machine run this one line program on it:

Print TCP_LocallP()

Note: If you run two instarceson the sme PC then make sure both instances are up and running
before you start typing.

JJ s UDP_VerySimple.Bas -----------
/I -- make sure the other side is a different port number
IclPort = 46000
/I -- change rmtIP and rmtPort to send to another socket
rmt IP = TCP_LocallP() \ rmtPort = 46000
n=udp_start("ul”,IclPort)
while true
if udp_BuffCount("ul")
print udp_Read("ul"),
endif
GetKey K
If K
n=udp_send("ul",char(K),rmtIP,rmtPort)
waitnokey 150
endif

wend

That is all you needtachieve data sending and receivsimgply between UDP sockets.

A simple UDP program:

The second program is a little better at user I/O than the first one. It is still a simple progriam but
illustrates how you can achieve a little better user 1/O.

Justlike in the previous programitoneis set to send to itself. However, if you run the program in two
instance of RB on the same machine or on differBxs the you need to change thariables rmtIP

and rmtPort in each instance to be the values foottier instancef\lso make sure the local Port
numbers are differentf running the two instances on the same PC
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/[ -—mmee- UDP_Simple.Bas -----------
IclPort = 46000 // -- make sure the other side is a different port number
/I -- change rmtIP and rmtPort to send to another socket
rmtIP = TCP_LocallP() \" rmtPort = 46000
n=udp_start("ul",IclPort)
addmemo "m1",10,10,380,400
addmemo "m2",400,10,380,400 \ readonlymemo "m2"
s ="Make sure the other side is running "
s = s+"before you start typing."
setmemotext "ml",s
SetMemoSelection "m1",1,1,length(s)
n = memochanged("m1")
focusmemo "m1"
while true

if udp_BuffCount("ul™)

SetMemoText "m2",udp_Read("ul")

endif

if memochanged("'m1") then n=udp_send("ul",getmemoText("m1"),rmtIP,rmtPort)
wend

Note: If you run two instarceson the same PC then make sure both instances are up and running
before you start typing.

A more practical UDP program:

As amorepracticaluseof the preceding information, we will develap applicatiorthat uses the UDP
to send and eeivetextual and numericalata betweetwo RobotBASIC programs thatagirun on the
same machine @n separatenachines within the LANThe programs will alsdunction between
machines across the Internet, however, certain actions have to be taken ké@tRouters on both
sides to allow for this. We shall describeste actions irAppendix B

Each pogram will have one UDP socket that will serve as the sender and receiver simultaneously.
Remember that each socket is assigned a port number that mugjuee @Qansequentlyif we are to be
able to run thetwo programs on the same machinddr easier testing) then we must ensure that the
two programs will not use the same port numbers for their sockets.

The programs wilintentionallybe kept simple so a®tfacilitate understanding without too much
complexity.The first progranwill have a user interface to obtarext, an integer, a float arachumber

that is not bigger than 255 (one byte). These data will be sent to the other program that will add one t
the numbers and will capitalize the text and then send it back to the sender which will display the
resultant data.

We shallnamethe program that obtains the datanfi the usetJDP_UserlO.Baandthe program that
performsthe calculation$)DP_CalculatoBas
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The UDP_UserlO.Basprogram:

When the program starts running it will create an edit box so that the user canRrtemamber for

the socket and press a push button to activate the sdbkePort number can be definedhe edit box

only upon unning the programOnce the socket has been started it will remain attached to the assigned
portfor the durationthe edit box will be disableandthe activation button will disappedrhe user

must note the Local IP and Port so as to enter them wthiee prograrés Remote IP and Port fields.

Other @it boxeswill then be createthat will allow the user to specify themotelP and Port number of
the other program (DP Calculator.Bgsawhich can be on the same machine or another machine.

Another editbox will display the status of the socket as the program performs adtlmmgrogram will
thencreateedit boxes to olatin the datedrom the useftext, two integers (one will be assumed to be less
than 256) anafloat]. There will also be a push butttminitiate the data sending.

Oncethe Send button is pushethe program will read the data from the edit baxesrder tocreate a
buffer withthe datan it that will be sento theremotesocketdefinedby the remote IP and Port address.
Afterwards,the program willwait for data to be receive@nce the data is received it will be read into a
buffer from which the data will be extracted [byte, integer, float and text] and then assigned to the
appropriate edit boxes for displaghe entire action ieepeatable as many times as the user wiSess.
Section Jor details on what functions to use to do the data extraction and insertion into a buffer.

Before datacan be senby pushingthe Send buttonthe other program(UDP_Calculator.Baj should
be stated andits socketactivated This is very important if you areunning the two programs on the
same PQand under XP or 2000ylue to the error situation discussed the top of Section.But it is
also important if a proper response to the sent det#o be assuredwhether the two programare
running on the same machine or separate machines.

Note: The functionTCP_LocallP()is used to find out what is the local IP address of the machine the
program is running on. This function can be used regardlesther you are using UDP sockets or TCP
sockets. It is a general network related function despite its prefix.

J/ AR UDP_UserlO.Bas -----------
MainProgram:
GoSub Initialization
while true
if LastButton() != "" then GoSub SendData
SetEdit"  Status",UDP_Status("U1")
wend

Initialization:
xyText 0,10,Center(FileNAme(ProgName())," ",45),",20,fs_Bold
line 0,43,800,43,3

xyText 10,50,"Local IP ="+TCP_Loc allP(),",14,fs_Bold
xyText 10,75,"Local Port = ","",14,fs_Bold
AddEdit "Local Port",145,75,50,0,4 7000 \ IntegerEdit "Local Port"

AddButton "Start Socket",230,75
AddEdit "Status",10,110,250

repeat //wait until user pushes the button
until LastB utton() ="
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x = UDP_Start("U1", ToNumber(GetEdit("Local Port"))) // -- start the socket
RemoveButton "Start Socket" \ EnableEdit "Local Port",false
xyText 350,50,"Remote IP =","",14,fs Bold

xyText 350,75,"Remote Port=","",14,fs_Bold
AddEdit "Rem ote IP",500,50,100,0,TCP_LocallP()

AddEdit "Remote Port",500,75,50,0,4 5000 \ IntegerEdit "Remote Port"
xytext 10,200," Byte: +1 =""",14,fs_Bold

xytext 10,230,"Integer: +1 ="""14.fs_Bold

xytext 10,260," Float: +1 =", "™.14.fs_Bold

xytext 10,290," Text:",",14,fs_Bold
xytext 500,260," Result","",14,fs_Bold

AddEdit "Byte",100,200 \ IntegerEdit "Byte"

AddEdit "ByteRes",270,200 \ ReadOnlyEdit "ByteRes"

AddEdit "Integer”,100,230 \ IntegerEdit "Integer”

AddEdit "IntegerRes",270,230 \ ReadOnlyEdit "IntegerRes"

AddEdit "Float",100,260 \ FloatEdit "Float"

AddEdit "FloatRes",270,260 \ ReadOnlyEdit "FloatRes"

AddEdit "Text",100,290,300

AddEdit "TextRes",420,290,300 \ ReadOnlyEdit "TextRes"

AddButton "Send  ",420,220,100

Return
SendData:

EnableButton "Send",false
B = toByte(ToNumber(GetEdit("Byte"),0)) \ SetEdit "Byte",Ascii(B)
I = ToNumber(GetEdit("Integer"),0)
F =T oNumber(GetEdit("Float"),0)*1.0 // -- multiply by 1.0 to ensure is a float
T = GetEdit("Text")
s=" \ BuffPrintB s,B,I,F, T // -- create the buffer
x = UDP_Read("U1") /I -- clear buffer by reading it to make sure it is empty
RIP = GetEdit("Remote IP™)
RP = ToNumber(GetEdit("Remote Port"),1)
x= UDP_Send("U1",s,RIP,RP) // -- send the buffer
repeat//  -- wait for at least 13 bytes (1+4+8)

SetEdit "Status",UDP_Status("U1")
until UDP_BuffCount("U1") >=13

delay 100 // -- allow any more by tes time to arrive
SetEdit "Status",UDP_Status("U1")
s = UDP_Read("U1") // -- read them
SetEdit "ByteRes", BuffReadB(s,0) // -- extract a byte
SetEdit "IntegerRes",BuffReadi(s,1) // -- extract integer 4 bytes
SetEdit "FloatRes",BuffReadF(s,5) // -- extract float 8 bytes
SetEDit "TextRes",BuffRead(s,13, -1)/l -- extract the text the rest of it
EnableButton "Send"
Return

Figure 2: User interface side of the system.
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The UDP_Calculator.Bas program:

When the program starts running it will create an edit box for the user to asf3ghnumber for the

socket and press a push button to activate the sddi@fort numbecan be defined in thedit box, but

only upon runimg the programOnce the socket has been started it will remain attached to the assigned
port numbefror the durationthe edit box will be disableahd the push button will disappedihe user
mustnote the Local IP and Port so as to enter them in tiex prograrss Remote IP and Port fields.

The program will createdit boxes to allow the user to specify teenotelP address and Port number
where tle other programl( )Bis going to be rulso as to be able to send the results back
to it. It will also have another edit box to show the status of the socket for observing what is going on
with the program.

Once the socket has been started the program will enter a loapgvi@itdata to arrive. Once data
arrives, it will be readnto a bufferfrom which the data will be extracteiti¢ numbers and tgxtThe
program will therperform the proper calculations aoetate a new buffer with the resultant data and
then will sendt to theremotesocketasindicated by theemotelP and Port, and theloop waiting for
incoming data agairbeeSection3 for details on what functions to use to do the data extraction and
insertion into a buffer.

/[ -mmmmmmme- UDP_Calculator.Bas = -----------
MainProgram:
GoSub Initialization
while true
repeat// -- waitfo ratleast 13 bytes 1+4+8
SetEdit "Status",UDP_Status("U1")
until UDP_BuffCount("U1") >=13

delay 100 // -- allow time for rest of bytes to arrive

s = UDP_REad("U1")

B = BuffReadB(s,0) // -- extract a byte

| = BuffReadl(s,1) // - - extract integer 4 bytes

F = BuffReadF(s,5) // -- extract float 8 bytes

T = BuffRead(s, 13, -1)// -- extract the text the rest of it

xyText 120,200,B,",14,fs_Bold
xyText 120,230,1,",14,fs_Bold

xyText 120,260,F,"",14,fs_Bold
xyTex t 120,290,T,",14,fs_Bold

s="" \ BuffPrintB s,toByte(B+1),l+1,F+1,Upper(T) // -- create the buffer
RIP = GetEdit("Remote IP") \' RP = ToNumber(GetEdit("Remote Port"),1)
x= UDP_Send("U1",s,RIP,RP) // -- send the buffer
wend
End
|0 ==
Initialization:

xyText 0,10,Center(FileNAme(ProgName())," ",45),",20,fs_Bold
line 0,43,800,43,3
xyText 10,50,"Local IP ="+TCP_LocallP(),",14,fs_Bold

xyText 10,75,"Local Port = "™ 14.fs_Bold

AddEdit "Local Port",145,75,50,0,4 5000 \ IntegerEdit "Local Port"
AddEdit "Status”,10,110,250

xyText 350,50,"Remote IP =","",14,fs Bold

xyText 350,75,"Remote Port=","",14,fs_Bold
AddEdit "Remote IP",500,50,100,0,TCP_LocallP()
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AddEdit "Remote Port",500,75,50,0,4 7000 \ IntegerEdit "Remote Port"
AddButton "Start Socket",230,75

repeat //wait until user pushes the button

until LastButton() !=""

x = UDP_Start("U1", ToNumber(GetEdit("Local Port"))) // -- start the socket
RemoweButton "Start Socket" \ enableEdit "Local Port" false

xytext 10,200," Byte:",",14,fs_Bold

xytext 10,230,"Integer:","",14,fs_Bold

xytext 10,260," Float:","",14,fs_Bold

xytext 10,290," Text:","",1 4,fs_Bold
Return

Figure 3: The calculator side of the system.

4 5- Suggestedmprovements

The two programs are pretty self explanatory and work quite adequately. Howexeistbne
shortcomingm the system. Notice the lines in red in Figures 2 and 3. They both cause a delay of 100 ms
after the loop that waits for at least 13 bytes.

The reason for the delay is that we do not know the length of a packet. We kndveteate at least
13 bytes (1 + 4 + 8) which are the three numbers. But the text carabglehgth. So we force a wait
until at least 13 bytes come in and then delay 100 ms to ensutedligtes for the text woulalso
haveenough time to come in beforeewead the buffer to get the data and then act upon it.

This delay is a guesstimaltéit is too long the program is not optimal but this is not a probW&hat
would happen if it is too shoriPhe buffer would be read before all the text data has hadttrarrive
and we would be getting the incompleisa.

There are many ways we can get around this problémbest solution is through the use of a header.
The data packet should always have an initial field that indicates the lengthdatdhia it We can then
wait for 4 bytes. Read the buffer (it may by then have more than 4 bytegktiiletthe number of

bytes to be expected (say X) from the header. We then wait flen@th of buffer already read) more
bytes to arrive. Once they arrive we aphérem to the previously read data and then start manipulating
the data.

The above assureptimal waiting.There aranany other ways to achieve a similar action. For example
the sendecansend the number of byteshie expectednd then wait for acknoetigement before it

starts sending the actual data. The point is that it is up to you how to implement th8Hddimty

protocol to achieve synchronized orderly and error free communica®obsiBASIC provides the link
for the datayvhile the data caentand synchronization arg to you.

Both programs use a waiting loop that waits for data to arrive at the receive buffer. This is not much of a
problem in this application since the pragrs do not need to do much else.,Biuhe programs had to
do othertasks while waiting for the data to arrive, then it becomes necessaryE¥ES8E handling.

RobotBASIC can be instructed itterrupt what it is currently doing and jump to a special routine
whenever any bytes arrive at the receive buffeamyfactive LDP socket. In the routin@yert handler)
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you would determine which active sockets have data in them and read these data andhieam$bea
separat@ccumulator buffer for each. The handler also can initiate actions depending on which socket
has receiged the required amount of data and so forth. Once the handler routine fitheh@®gram

will return to doing what it was doing before the interruption.

This interrupt mechanis allows the program to dactionsother tharjustsitin a loop waiting foidata
to arrive. The mechanism is activated with the state@entDP, read about it in thRobotBASIC Help
file. Also for examples of how to use the chanism see theéemo programn the UDP section of the
RobotBASIC Helgfile as well as théollowing zip file UDP_Demo.zip

5- Utilizing The TCP System:

A RobotBASIC program has accesotte TCP server sockeindone TCP client socket

Figure 4: Client Server Conceptual Layout

The TCP is a connection oriented CliSdrver protocol. A
server socket can accept multiple clientsle a client socket

can only be connected to one server at a time. You can
disconnect a client from a server and then connect to another
server however, it can only be connectedoire server at a

time.

The server socket can accept multiple clients and will be able
to receve data from all the clients and can send data to all
the clients.

Once a client has connected to a serviee@omess if there

is a direct tweway com link between them. Figure 4 shows
the logical conceptual layout once connections between the
server ad various clients have been establishidatice that the server and any of the clients can be on
distinct LANs or the same LAN

A serversocket must be assigned a unique and not currently in use Port number. When created, the
socket willautomaticallyusethe IP address of the machine it is created on, but, you must assign it a
particular port numbeilhe client socket does noged to be assigned a Port numlttewill

automatically use any availalppert and will use théP of the machine it is running on

Note: You must ensure that the port assigned td@P Serversocket is unique and is not being used
by another active sock€UDP or TCP)in the same program or other programs on the same machine.
BE SURE OF THIS

Since there is only one client socketlamme server socket there is no need to name them when created
or when using functions relatéolthem

To create and activateT&CP Servesocket usd CPS Servg{ne_Port}). Notice that the port number is
optional. If you do not specify a port number ithMaié assumed tbe 5000Q'seeAppendix Afor a list
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of preferred prt numbers). A server socket can be closed any time and reactivated to use a different Port
number. To deactivate a server socketUSES Close()No parameter is requireld.is importantthat

you monitor the status string of the server socket to know if it has been successfully activated. See
section 5.3.

UseTCPC_Connect(se_ServerlPaddress{,ne_ServerRortyeate and activateTe&CP Clientsocket

and at the same time connect to a seseeket Notice that theerverport number is optional. If you do
not specify a port number it will be assumedb&50000. This function will try to connect to the server
socket as specified by the IP and Port number combination. If the server iblavad running the
connection will be established. A client socket can be closed any time and discomuectdokfserver
and then reactivated to connect to a different sefedeactivate a clierstocket usd@ CPC Close() No
parameter is requirett. is important that you monitor the status string of tlodient socket to know if it
has been successfully activated. See section 5.3.

Notice that the client socket itself is not assigned andiPPort number As mentioned earlier the
client socket will autanatically use any available free port and the IP of the machine it is running on.

The functions discussed in the following sections enable the writing of a program to send and/or receive
data packets over tieCP. A server/cliensocket in a RobotBASIC pgram can communicate owie
LAN or Internet witha client/serveisocket that does not have to be another RB program. So long as the
data format in the send/receive buffer is in accordance with a format that both sockets are in agreement
upon, the othesocket can be:

& The same PC running another RB program.

b- The same PC running a n®B program.

c- Another PC with another RB program.

d- Another computer (not just a PC) running a{RiB program.

e- A device (e.g. robot or microcontroller) that can useniGe.

5.1- Sending data using thel CP:

Once a client has established a connection with a server it can send packets to it and so can the server
send to the client. USECPC Send(se_Dajdo send data packets from the client to the serMetice

that youdo not ned to specify an IP or port the only parameter is the data buffer (string). This is of

course because there is already an established link and the client can only send and receive data over thi
link. A client cannot send to any other server socket witdmaonnecting from the curréptconnected

server and then connecting to the other server socket.

A server can send datadd the clients that are connected to it. The server socket in RobotBASIC
cannot send to a particular client only. It can send (lwast) to all the clients connected to it. If you
wish to make the data significant to only one client you need to establish a header mechanism as
discussed in section 5.83seTCPC Send(se_Dajdo send data from the server sockealtdhe client
sockes currently connected to the servgatice that there is no IP or port parameter. This is because
the connection link is already established and these values are already known from the link status.

In boththe abovdunctions he parameter se_Data is theta buffer to be sent. See Section 3 for how to
create and manipulate the buffer.
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Note: The send buffeiin both the server and client sockets is limitless. However, from personal
experience an optimal size exists. It is best if you limit the send pack#f(262144-0x040000)
bytes. This sizeeemdo be able to reach its destination faster than smaller or bigger buffer sizes.

4.2- Receivingdata using theTCP:

Wheneither the TCP Servaiocketor the TCP Client sockeéceives data it will be appendexdthe end

of a receive buffer. This igerformedevery time a data packet is received by the socket. The buffer will
continue to grow until you read it (the only limit to the size of the buffer is the memory). Once you read
the buffer, the data in it wilbe returned and at the same time the buffer will be cleared.

To determine the number of bytes currently in the bufferf@&@C_BuffCount) for the client socket
andTCPS_BuffCouni(for the server sockethe function returns the number of bytes curreintlihe

buffer. Use this number to determine if there is data in the buffer and when to read the buffer depending
on the required byte count.

The client socket can only receive packets from the server it is connected to and thus there is no problem
with knowing where the data came from. But, the server socket can receive data at any time from any of
the clients it is connected t60 there would be a problem of knowing which data came from which

client. See section 5.3 for solutions to this problem. Of eoifirgou only have one client then there is

no problem.

To obtainthesockesd r e c e isusel CBCuRefdéar the client socket andCPS_Read(for the
server sockeflhe function will return the bytes already in the buffer and then will clear ttierblihe
returned value is a string (buffer). See section 3.2 for how to extract individual data fields from the
string (buffer).

5.3- Checking The Sockes 8tatus:

The functionTCPC _Status) for the client and CPS Status) for the server sockeeturns astring that

has informabn about the status of tilsecket. The status string indicates if the socket has sent the data
after a send command. It also indicates if data has been received after the socket has accepted received
data.

For the client sockehe status string can also indicate if the client has connected to a server and which
one. It is also possible to read the status to find when and if the server has disconnected from the client.
Likewise, for the server socket there are similar statugystriRead th&obotBASIC Helgfile for a list

of these status strings and their significance.

The receive statusn the server has information about the IP and Port number oféné sbicket that
sent the dataDther activities also cause the status string to change. You should check this string after
utilizing the socket to ensure that the socket is actually carrying out the requested operation.

One situation where you should ckehe status is after a send operation. The status string will indicate
if the send is successful and thus help in avoiding probl&nather situation where you may want to
monitor the status string closely is while connecting a client to a server.afug string will indicate

the progress of the operation and if successful or not.
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The TCP implements a very rigorous error correction and sequence assurance mechanisms. Once a link
between the client and server is established you can almost always lee #saua sequence of data

packets sent in succession will arrive to the other side in the correct order and will be error free and will
definitely arrive. If there is any problem the status string will indicate so.

However despite all this assurance yoayrant to establistome kind ofAcknowledgement @tocol
between the sockets. This means that the receiver socket must send someAokKitodle back to the
sender for the sender to be able to determine that the data has aimigad.not strictly neessary but it
may be useful for synchronization purposes in certain situations.

To see how this is achieved see the programseiniphfiles mentioned at the beginning of this article.

Server-side aitomatic header appending:

The data received in the e#ee buffer of aserver sockewill be appended to it regardless of which
clientsocket has sent the data. This means that if the socket receives data from dfietigstihere will
be no way of distinguishing which data came from witii#nt You can bange this by using the
TCPS Header({,true|falseunction to turn on header appending to the received data.

When header appending is activated, every packet received will have a header appended to it that
specifies the number of bytes and the originlaaddressind Port number of the sending cliehhis

way you can parse the received data and separate the received bygepanate buffers for each client
This can help in being able tocesve data from multiple clientand toput the data from e&dn separate
storage areas for actions that require diffepgncedures according to the cliehhis also can help in
verifying if aclientis a valid one.

Note: There is no such mechanism for the client sishere is no need for it.

Senderside maaual header appending:

The servesside header appending can be quite powerful and useful, especially if you are communicating
with systems that do not have théliapto append their own cliergide headers. However, a better

method which also providesrfmore versatility is to have the sendserver or clientappend headers

to the data packetssends This headr shouldhave useful and application spiecinformation. For

example a server acting as a central controller for multiple robots contedtes clients (e.g. soccer

team) can tell a particular client to do an action by appending a header to each message it sends that
specifieghetargetclient. So despite all the clients receiving the same message only one acts upon it
since the headendicateswhich client should act.

It is important to realize that the TCP functionality in RB provides a bidirectional data link between the
client and the server. It is up to you what the data content is and what methods you use for ensuring
synchronizatin and data integrity as well as what the data content signifies.
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5.4- Developing aTCP program:

Sending and receiving data using the TCP Server and TCP Client sockets in RobotBASIC is relatively
easy. To illustrate this we shall developidhple progrens. You can also seeslightly more
sophisticatedlemo program for TCP communicationstheRobotBASIC Helfile in the TCP Sockets
Functions section. For more advanced de©B_Demo.zimndTCP_Robot.zip

A very simple TCP program:

The first program is extremely simplistic as far as the user 1/0O aod gituations detection is

concerned and leaves much to be desirédnctionality.Nevertheless, it serves ittustrate the actions

of sending and receiving data through the TCP server and client sockets at its simplest without getting
entangled with &UIl designor extraneousletails.

The prograngetsa key stroke from the user and then santhroughthe TCPServer(Client) socket to
the TCPClient (Servej socket.

Note: In the progam listing belowthe program actsboth as the server and clieriiowever, you can

run two instances of the program either on the same PC or on different PCs. You must decide which
instance is going to act as a Server and which will act as a Client. In the Client instance change the
variables rmtIP and rmtPorttobethe al ues of t h e, arfdl make fure thesvariables t an c e
IsServer is set to false. Additionally, make sure that in the server instance the variable IsClient is set

to false.Remembe, now you will only see text on the server sidben you type on the i@nt side and

vice versaAlso make sure you run the server instance BEFORE the client instance

JJ s TCP_VerySimple.Bas = -----------
IclPort = 50000 // -- This is only important for the server side
/I -- change rmtIP and rmtPort to to the server's IP an d Port
rmtIP = TCP_LocallP() \ rmtPort = 50000
IsServer = true \ IsClient = true
if IsServer then n=TCPS_Serve(IclPort)
if IsClient then n=TCPC_Connect(rmtIP,rmtPort)
while true
if IsServer
if TCPS_BuffCount()
print TCPS_Read(),
endif
GetKey K
If K
n=TCPS_send(char(K))
waitnokey
endif
endif
if IsClient
if TCPC_BuffCount()
print TCPC_Read)(),
endif
GetKey K
If K
n=TCPC_send(char(K))
waitnokey
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That is allyou needo achieve data sending and reaaipsimply between TCP client and server
sockets.

A simple TCP program:

The second program is a little better at user I/O than the first one. It is still a simple proghiam but
illustrates how you can achievdittle better user I/O.

Note: In the progam listing below the program acts, both as the server and clielawever, you can

run two instances of the program either on the same PC or on different PCs. You must decide which
instance is going to act as a &er and which will act as a Client. In the Client instance change the
variables rmtlP and rmt Port t andrbakesuréathe variableues of
IsServer is set to false. Additionally, make sure that in the server instance theblariaClient is set

to false.Remembernow you will only see text on the server sidbaen you type on the client side and

vice versa. Alsonake sure you run the server instance BEFORE the client instance

/[ -mmmmmmme- TCP_Simple.Bas = -----------
IclPort = 50 000 /I -- this is important for the Server side
/l -- change rmtIP and rmtPort to send to another socket
rmtlP = TCP_LocallP() \ rmtPort = 50000
IsServer = true \ IsClient = true
addmemo "m1",10,10,380,400
addmemo "m2",400,10,380,400 \ readonlymemo "m2"
s="S tarttyping"
ts ="Make sure the "
ts2 =" is running before you start typing."
if IsServer & !IsClient then s = ts+"Client"+ts2
if llsServer & IsClient then s = ts+"Server"+ts2
setmemotext "m1",s
SetMemoSelection "m1",1,1,length(s)
n = memochanged("m1")
focusmemo "m1"
if IsServer then n=TCPS_Serve(IclPort)
if IsClient then n=TCPC_Connect(rmtIP,rmtPort)
while true
if IsServer
if TCPS_BuffCount()
SetMemoText "m2",TCPS_Read()
endif
if memochanged("m1") then n=TCPS_send(getmemoText(" m1"))
endif
if IsClient
if TCPC_BuffCount()
SetMemoText "m2", TCPC_Read()
endif
if memochanged("m1") then n=TCPC_send(getmemoText("m1"))
endif

wend
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A more practical TCP program:

As a more practical us# the precedinghformaion, we will develop an applicatiadhat uses th& CP
to send and receivextual and numerical dakeetween two RobotBASIC programs tinaayrunon the
same machine or on separatachines within the LANThe programs will alsdunction between
machines a&ross the Internet, however, certain actions have to be taken with the Routetiseon
server siddo allow for this. We shall describe éise actions in Appendix.B

One program will be the server and the other will be the clidm.programs will intentioally be kept
simple so as to facilitate understanding without too much compl&tigyclientprogram will have a

user interface to obtain a text, an integer, a float and number that is not bigger than 255 (one byte).
Thes data will be sent to the senmpgram that will add one to the numbers and will capitalize the text
and thersend it back to the cliemthich will display the resultant data.

We shallnametheclient program whiclalsoobtains the data from the userPC UserlO.Baand the
servermprogam thatalsoperfornsthe calculations CPS Calculator.Bas

The TCPC_UserlO.Bas program:

When the programtarts running it will createdit boxesso that the usercanenteh e ser ver 6s |
address and Port number (these should be obtained from théserves cArbettermwjll be shown

that allows the user to activate the socket and connect to the server indicated by the Remote IP and
Remote Port numbers. Befarennecing to the server by pushing the Connect button, the server

program {CPS_CalculatoBag should be startedndits socketactivated This is important ia

connection is to be possible.

Another edit box will display the status of the socket as the program performs actions. The program will
then create edit boxes to obtain ttega from tle user[text, two integers (one will be assumed to be less
than 256) and a floptThere will also be a push button to initiate the data sending.

Once theSend button is pushethe program will read the data from the edit baresrderto create a

buffer with the datan it which will then be serib theserver.The program will then wait for data to be
received. Once the data is received it will be read into a budier which the data will be extracted

[byte, integer, float and texand thermassigmedto the appropriate edit box&s display. The entire

action is repeatable as many times as the user wishes. See Section 3 for details on what functions to use
to do the data extraction and insertion into a buffer.

Note: The functionTCP_LocallP()is usedo find out what is the local IP address of the machine the
program is running on. This function can be used regardless whether you are using UDP sockets or TCP
sockets. It is a general network related function despite its prefix.

/[ -mmmmmee- TCPC UserlO. Bas-----------
MainProgram:
GoSub Initialization
while true
if LastButton() !="" then GoSub SendData
SetEdit "Status", TCPC_Status()
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Initialization:

xyText 0,10,Center(FileNAme(ProgName())," ",45),",20,fs_Bold
line 0,43,800,43,3

xyText 10,50,"Local IP ="+TCP_LocallP(),",14,fs_Bold
AddEdit "Status",10,110,250

xyText 350,50,"Remote IP =","",14,fs_Bold

xyText 350,75,"Remote Port=","",14fs Bold

AddEdit "Remote IP",500,50,100,0,TCP_LocallP()

AddEdit "Remote Port",500,75,50,0,47 000 \ IntegerEdit "Remote Port"

AddButton "Connect",640,55,100
repeat //wait until user pushes the button
until LastButton() !=""

RIP = GetEdit("Remote IP" ) \ RP = ToNumber(GetEdit("Remote Port"))
x = TCPC_Connect(RIP,RP) // -- connect to server

RemoveButton "Connect"

xytext 10,200," Byte: +1 =""",14,fs_Bold

xytext 10,230,"Integer: +1 =","",14,fs_Bold

xytext 10,260," Float: +1=",""14,fs_Bold

xytext 10,290," Text:"," 14,fs_Bold
xytext 500,260," Result","",14,fs_Bold

AddEdit "Byte",100,200 \ IntegerEdit "Byte"

AddEdit "ByteRes",270,200 \ ReadOnlyEdit "ByteRes"

AddEdit "Integer",100,230 \ IntegerEdit "Inte ger"

AddEdit "IntegerRes",270,230 \ ReadOnlyEdit "IntegerRes"

AddEdit "Float",100,260 \  FloatEdit "Float"

AddEdit "FloatRes",270,260 \ ReadOnlyEdit "FloatRes"

AddEdit "Text",100,290,300

AddEdit "TextRes",420,290,300 \ ReadOnlyEdit "TextRes"

AddButton "Send",420,220,100

Return
SendData:

EnableButton "Send",false
B = toByte(ToNumber(GetEdit("Byte"),0)) \ SetEdit "Byte",Ascii(B)
| = ToNumber(GetEdit("Integer") ,0)
F = ToNumber(GetEdit("Float"),0)*1.0 // -- multiply by 1.0 to ensure is a float
T = GetEdit("Text")
s=" \ BuffPrintB s,B,I,F, T // -- create the buffer
x = TCPC_Read() // -- clear buffer by reading it to make sure it is empty
x=TCPC_Send(s ) // -- send the buffer
repeat I -- wait for at least 13 bytes (1+4+8)

SetEdit "Status",UDP_Status("U1")
until TCPC_BuffCount() >=13
delay 100 // -- allow any more bytes time to arrive
SetEdit "Status", TCPC_Status()
s=TCPC_Read ()// -- readthem
SetEdit "ByteRes", BuffReadB(s,0) //
SetEdit "IntegerRes",BuffReadI(s,1) //
SetEdit "FloatRes",BuffReadF(s,5) //
SetEDit "TextRes",BuffRead(s,13,
EnableButton "Send"

extract a byte

extract integer 4 bytes
extract float 8 bytes

extrac tthe text the rest of it

1
=
~
=
1
I

Figure 5: User interface side of the system.
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The TCPS_Calculator.Bas program:

When the program starts running it witleate an edit box for the user to assign a Port number for the
serversocket and press a push button to activate the sddke®ort number of the socket can be
defined in the edit box, but onlypon running the progran®nce the socket has been staitedll

remain attached to the assigned port number as long as the program is running; the edit box will be
disabledand the push buttonill disappear The user must note the Local IP and Boras to enter them
intheclienpr ogr amdés Renlieldse | P and Port

The program wilklsocreatean edit boxto show the status of the socket for observing what is going on
with the programAlso any received data will be displayed on the screen.

Once the socket has bestarted the program will enter a loop wagtifor data to arriveA client can

connect to the server thetart sending data to @nce data arrives, it will be read into a buffem

which the data will be extracted [the numbers and t@xt¢ program will then perform the proper
calculations ad create a new buffer with the resultant data and then willisémtheclients connected

to it, and theroop waiting for incoming data again. See Section 3 for details on what functions to use to
do the data extraction and insertion into a buffer.

Il - -mmmeeee TCPS Calculator.Bas  -----------
MainProgram:
GoSub Initialization
while true
repeat //  -- wait for at least 13 bytes 1+4+8
SetEdit "Status", TCPS_Status()
until TCPS_BuffCount() >=13
delay 100 // -- allow time for rest of byte s to arrive
s = TCPS_Read()
B = BuffReadB(s,0) //
| = BuffReadi(s,1) //
F = BuffReadF(s,5) //
T = BuffRead(s,13, -0/
xyText 120,200,B,",14,fs_Bold
xyText 120,230,1,",14,fs_Bold
xyText 120,260,F,",14,fs_Bold
xyText 120,290,T,",14,fs_Bold

- extract a byte

extract integer 4 bytes
extract float 8 bytes

extract the text the rest of it

s=" \ BuffPrintB s,toByte(B+1),I+1,F+1,Upper(T) // -- create the buffer
x=TCPS_Send(s) // -- send the buffe r
wend
End
//:::::::::::::::::::::::::::::::::::
Initialization:

xyText 0,10,Center(FileNAme(ProgName())," ",45),",20,fs_Bold

line 0,43,800,43,3

xyText 10,50,"Local IP ="+TCP_LocallP(),",14,fs_Bold

xyText 10,75,"Local Port = ","",14,fs_Bold

AddEdit "Local Port",145,75,50,0,47 000 \ IntegerEdit "Local Port"
AddEdit "Status",10,110,250

AddButton "Serve",230,75

repeat //wait until user pushes the button

until LastButton() !=""

X = TCPS_Serv e(ToNumber(GetEdit("Local Port")) // -- start the server
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RemoveButton "Serve" \ enableEdit "Local Port",false

xytext 10,200," Byte:",",14,fs Bold
xytext 10,230,"Integer:","",14,fs_Bold

xytext 10,260 ;" Float:","",14,fs_Bold
xytext 10,290," Text:","",14,fs_Bold
Return

Figure 6: The calculator side of the system.

5.5- Suggestedmprovements

The two programs are pretself explanatory and work quite adequately. However, there is one
shortcoming in the system. No#i the lines in red in Figures 5 andlBey both cause a delay of 100 ms
after the loop that waits for at least 13 bytes.

The reason for the delay is thag¢ wo not know the length of a packet. We know thes hee at least 13
bytes (1 + 4 + Bwhich are the three numbers. But the text can be of any length. So we force a wait until
at least 13 bytes come in and then delay 100 ms to ensure that the biftesdst wouldalsohave

enough time to come in before we read the buffer to get the data and then act upon it.

This delay is a guesstimate. If it is too long the program is not optimal but this is not a pkblam.
would happen if it is too shoriPhe kuffer would be read before all the text data has had time to arrive
and we would be getting the incomplete data.

There are many ways we can get around this problem. The best solution is through the use of a header.
The data packet should always have amalield that indicates the length of the data in it. We can then
wait for 4 bytes. Read the buffer (it may by then have more than 4 bytes). We extract the number of
bytes to be expected (say X) from the header. We then wait fien@th of buffer alredy read) more

bytes to arrive. Once they arrive we append them to the previously read data and then start manipulating
the data.

The above assures optimal waiting. There are many other ways to achieve a similar action. For example
the sender can send thenmber of bytes to be expected and then wait for acknowledgement before it
starts sending the actual data. The point is that it is up to you how to implement th8Hédimty

protocol to achieve synchronized orderly and error free communications. RobotpA®IGes the link

for the data, while the data content and synchronization are up to you.

RobotBASIC provides the link for the data, but the data content and the data sequencing is all up to you.

Both programs use a waiting loop that waits for data teeaat the receive buffer. This is not much of a
problem in this application since the programs do not need to do much else. But, if the programs had to
do othertasks while waiting for the data to arrive, then it becomes necessaryE¥ES8E handling.

RobotBASIC can be instructed taterrupt what it is currently doing and jump to a special routine
whenever any bytes arrive at the receive buffeamyfactive UDP socket. In the routinevert handler)

you would determine which active sockets have datagm and read these data and transfer them to a
separate accumulator buffer for each. The handler also can initiate actions depending on which socket
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has received the required amount of data and so forth. Once the handler routine finishes, the program
will return to doing what it was doing before the interruption.

This interrupt mechania allows the program to dactionsother tharjust sit in a loop waiting for data
to arrive. The mechanism is activated with the statesii@nt CPSandOnTCPG read aboutitemin the
help file. Forexamples of how to use the mechanism see the progmnahes zip files mentioned at the
beginning of this articlas well as the demo program in the TCP section of the help file

Appendix AT Selecting A Port Number

When activéing a TCP Server or when creating and starting a UDP socket the IP address for the socket
is determined by the machine it is running on. But the Port number has to be assigned.

Either you as the programmer can hard code the Port number in your progyamncan provide a
means for the user of your program to select a port number. Regardless of which option you opt for a
Port number has to be selected and assigned to the socket.

How would you select a number? Well the easy answer from experience tadltsatféer mostly to
choose numbers greater than 40000any port that your system is not currently using will suffice

The longer answer is thdtdre are many ports that are universally agreed upon as standard ports for
usage with ubiquitous prograntr example FTP is usually assigned to port 21, SMTP to port 25,
HTML to port 80 and so forth. There are ports exclusively for UDP and others for TCP. Many other
applications assign port numbers for UDP usage and TCP usage.

So try toavoidthese ports. @ help you in deciding what ports are likely to be used on your system and
thereforeto avoid, see these two web pages in order of preference:
http://www.iss.net/security enter/advice/Exploits/Ports/default.htm
http://www.portforward.com/cports.htm

It is generallytruethat ports above@000 are safe to usBo not ever use ports that are assigned for
HTML, SMTP, FTPand other universal Internet services.
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Appendix B 1 Allowing Internet Throughput :

All the information given in this article is equally applicable whether you are running your application
within the LAN or across the Internet. As long as you have theliRgatidress and the right Port

number for the target UDP socket you can send data to it, and if you have the right IP address and Port
number of a server socket a client socket can connect to it.

With UDP socketsyou need the IP and Port number for botdsgo allow bidirectional
communicationsWith TCP you need to know the IP and Port of the server, the client can just connect
and the link is theautomaticallybidirectional without ever knowing the IP address or Port number of
the client. However you nyavant to know théP addresses andR numbes ofvalid cliens so as to be
able to restrict access to just valid clients.
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Figure 7: A typical network arrangement.
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When it comes to communicating to a machine outside your LAN you are going to haat wotd the

Fire Wall and NAT aspects of the system. An IP address within the LAN is not a valid address for usage
by a machine outside the LAN. This means that even though your machines local IP address is known it
cannot be used as a remote IP by amd®@outside your LAN. It is a usable and legal IP address for
machines within the LAN but not across the internet.

If you look at Figure 7 (a repeat of Figure 1) you will notice that the routers have two distinct addresses
each The addresses that staith 192.168 are what is called the inside the LAN address. This is the
address you can connect to your router by a machine inside the LAN. Also notice that all the machines
inside the LANs have addresses that start with 192.168 and that LAN1 machinésehsame

addresses as LAN2 machindkrmally it is not legal for two machines to have the same address on the
internet. Each machine that is visible to the global intemest have a unique IP address, but since the
machines inside the LAN are not ditlgovisible tothe internet it is possible for this address duplication

to occur.

The IP standard has set aside an address space that always starts with 192.168 which is designed to be «
LAN group of addresses and that the global internet will not uaesign to actual real machines. This

is what the NAT does. It translates LAN addresses so as to appear as if edidaaddresses on the

Internet. How this is achieved does not concern us. But what concerns us is that we need to achieve a
method for I&ting a machine on LAN2 to be able to communicate with a machine on LAN1.

As far as the internet is concerned your entire LAN is one machine given one address that is usually
assigned by the ISP. In Figure 7 you can see that LAN1 is given the addregsI®QDP25. This is the
address of your machine as far as any machine outside the internet is concerned. This IP is assigned by
the ISP usually on a lease basis. That means that it is not a permanent address and if your LAN ever
disconnects from the ISP atiten reconnects you will end up being assigned another |Rrtbed often

than notis different. It is possible to have a permanent (static) address given to you but this is normally
only possible fobigger companies that have big LANSs.

The final outcone is that your LAN as far as the internet is concerned is one machine with one IP
address. In the setup in Figure 7 the router is what the Internet sees and nothing else. So any machine
trying to log on to your system can only go through the router.

Note: If your network setup differs from Figure 7 you will need to consult a network administrator on
how to setup your system to allow access to a machine within the ft&id a machine outside the

LAN. This discussion may help you get an idea of what is regdiin general but wilhot be

applicable due to the difference.

You can us¢he followingwe b si te to ascertain what your LANSO
change if you ever disconnect your system from the h8p-//www.whatismyip.com/

When you log on the web site you will see the screen b@tver information on the site is also of
interest) Another way you can get ypGlobal (External) IP is by logging on to your router, which is
also an operatin that will be necessary for accomplishing the task of setting up your LAN so that an
outside machine can connect with a machine inside the LAN. This action will be described shortly.
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So now we know what IP addressgive to the external machineuee in the UDP or TCP functions

that require them (as described in sections 4 and 5). We also have decided on a port to use as described
by Appendix A. So we have all we neédmachine say in LAN2 canow communicate with a machine

in LAN1 usingthelPaddérss 67. 134. 100.225 and the chosen po

Well, not quite! There israadditionalproblemwe need taesolve. The IP address is not in fact the
address of any PC inside LANitL is really the address of the router. So how do we get thepdeakaets
that will reach the router to go tbe PC that in fact is runnintipe destination socket?

The answer to this is something call&brt Forwarding Simply, port forwarding is a way to tell the
router that whenever it sees a data packet coming tmit particular port to forward that packet to a
PC inside the LAN This PCwill see the data packet and it will appetw it as if it came directly from
the machine on LANZ2.

To summarizeéhe steps so far are:

1- Decide what type of socket you are going te, ICP Server or UDP e(g.UDP)

2- Decide what Port your socketgsing to be associated with (e450)

3- Find out what is the internal LAN address lo¢ imachine hosting the socKetg192.168.0.110)
You can use thé CP_LocallP()function to do this.

4- Log on to your router and set it up to do port forwarding of 28000 for UDP traffic to
machine 192.168.0.110.

5- Reboot your routeiThis is needed for the changes to take effect. It will also change you external
IP address so there is no need to have faupefore this step.

6- Find out what your External IP address is. You can do this by going to the web site above or by
loggingonto the router again and reading the information. Say 87.134.100.225

7- Give this external IRddressand the port numbe#$000) tothe machine on LANZ2 that is going
to send data to your UDP socket.

8- Start your program on the assigned machine and wait for data to come in.

9- Start the machine inside LAN2 and start a UDP socket anitl telend data to the remote IP
87.134.100.225 anemote Brt 45000.

10-That is all.

Note: For TCP you only need tset upport forwarding for the server side. A clienbnce
connected to a servewill establish a bidirectional link automatically and there is no need to set
up port forwarding on the clienside.
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